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Abstract

Security of RFID authentication protocols has re-
ceived considerable interest recently. However, an im-
portant aspect of such protocols that has not received
as much attention is the efficiency of their communi-
cation. In this paper we investigate the efficiency ben-
efits of pre-computation for time-constrained appli-
cations in small to medium RFID networks. We also
outline a protocol utilizing this mechanism in order to
demonstrate the benefits and drawbacks of using this
approach. The proposed protocol shows promising
results as it is able to offer the security of untraceable
protocols whilst only requiring the time comparable
to that of more efficient but traceable protocols.

1 Introduction

RFID (Radio Frequency Identification) is a wireless
identification method that utilizes the reception of
electromagnetic or electrostatic radio waves (Shep-
ard 2005). An RFID system typically consists of
three components: RFID tags, RFID readers and a
back-end database. Although most RFID networks
make use of a backend database, there are some
applications of RFID that do not require, or may
even preclude, a connection with a backend database
(Ahamed et al. 2008); however, in this paper we as-
sume a database to be used. The most common, and
widespread type of RFID networks are low-cost pas-
sive RFID networks. Such tags are distinguished by
their dependency on a reader for power as well as their
lack of computational power (Rao S. 2007). Passive
RFID has been gaining popularity due to its relatively
low cost; passive systems are therefore ideal for a wide
range applications including object tracking, supply
chain management to traffic tolling.

As the applications of such RFID networks con-
tinue to expand, the need for security and privacy also
becomes more prominent. Many RFID authentica-
tion protocols have been proposed that aim to provide
a higher level of security to low-cost RFID networks
(Mikko Lehtonen et al. 2006); however, aside from se-
curity issues special attention must also be taken to
consider the feasibility of these protocols. Although a
large amount of work has been previously focussed on
overcoming the computational limitations of both the
tag and the reader/database (Zhang & Baciu 2008),
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(Toiruul et al. 2007), little effort has been concen-
trated in the time efficiency of RFID authentication
protocols, a very practical constraint.

In this paper we will explore the feasibility of the
current types of protocols in terms of their communi-
cations efficiency as well as investigate the use of pre-
computation as a means to allow protocols to over-
come this time barrier. In this paper we show that
pre-computation is not only a viable method for im-
proving the efficiency of RFID protocols, but also a
practical means for achieving higher levels of security
in time-constrained applications. Using this method,
we are able to greatly reduce the time required dur-
ing authentication while at the same time remain with
very reasonable computational and memory require-
ments. However, we also note that the use of pre-
computation is most suited for small to medium RFID
networks.

2 Motivation and Previous Work

Efficiency and privacy are probably the two most im-
portant factors when designing RFID authentication
protocols. Protocols have to be efficient in a scal-
able manner to adapt from small to large networks.
RFID tags should also be untraceable in order to
protect privacy of users. At the same time proto-
cols need to be computationally efficient for both the
database/reader and tag; most research emphasises
efficiency of tags as they are much more computation-
ally limited when compared to readers and databases.
However, little emphasis has been put on protocols for
time constrained applications, a major type of appli-
cation for RFID.

For instance, consider a scenario where an orga-
nization makes use of RFID smart cards for access
control. Everyone inside the premises is required to
use a smart card to open doors and access various
equipment and for the organization to log personnel
movement, for example by placing readers on doors
it is possible to log access. Another possible scenario
might be the tracking of inventory, where tags on
items are read by the reader as they pass though a
gate or door. Evidently such scenarios require au-
thentication to be completed within a limited time-
frame, namely the time which the tag takes to pass
though the door/gate. However, under such circum-
stances it is possible for adversaries to easily track
the flow of equipment or inventory by simply placing
a RFID reader to eavesdrop communication. This can
potentially lead to privacy breaches or financial loss.

Current RFID authentication protocols can be
separated into two main categories, stateful and state-
less, as outlined by Alomair et al. (Alomair &
Poovendran 2010). The two types are defined by
their use of states, or more practically the manage-
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ment of their (secret) identifiers. Whereas tags us-
ing stateful protocols update their identifiers after ev-
ery successful authentication session with the help of
the reader/database, stateless protocols make use of
static constant identifiers but utilize other measures,
most commonly pseudorandom number generators, to
provide security.

Stateless protocols such as the Randomized Hash-
Lock protocol (Weis 2003), and tree-based protocols
first proposed by Molnar et. al. (Molnar & Wag-
ner 2004), tend to display stronger security proper-
ties compared to stateful protocols. Most importantly,
nearly all stateless protocols are untraceable. This is
because they typically make use of a pseudorandom
number generator to randomize their responses, so
that an eavesdropper cannot correlate different tag
responses. However, this additional security prop-
erty comes at the expense of scalability and efficiency.
As the reader/database now has to perform exhaus-
tive search of all existing identifiers stored in order
to authenticate just one tag, it is simply not feasible
for networks with a large amount of tags to run the
protocol efficiently. Attempts to minimize the com-
putational load on the reader/database using a tree-
based hierarchy have been proposed by Molnar et al.
(Molnar & Wagner 2004). Although this approach
was able to greatly reduce the computational load on
the reader/database it also introduced some practical
issues as the number of messages that must be ex-
changed before a tag can be authenticated increases
accordingly to the number of tags in the system.

There is a vast number of proposed stateful pro-
tocols, particularly relative to the number of state-
less protocols, and their efficiency varies greatly. In
this paper we will be discussing one of the most ef-
ficient types of stateful protocols known as indexed
stateful protocols; examples include EMAP (Peris-
Lopez, Hernandez-Castro, Estevez-Tapiador & Rib-
agorda 2006), LMAP (Peris-lopez, Hern, Tapiador &
Ribagorda 2006), LRMAP (Ha et al. 2007), and a
protocol of Dimitriou (Dimitriou 2005). These proto-
cols are both scalable and efficient. They utilize an
invertible function to encrypt the tag’s identifier and
their security is dependent on the function chosen.
Such an approach does not require exhaustive search
of all existing identifiers at the reader/database, thus
they are typically very efficient when compared to
stateless protocols and consequently scalable. How-
ever, because they do not require responses from tags
to be randomized they can therefore be traced by
both passive and active adversaries. Identifiers are
updated only after each successful authentication, in
order to provide partial protection from the tag be-
ing traced, but consequently they are susceptible to
de-synchronization. De-synchronization occurs when
the identifier, or state, stored on a tag does not match
the identifier stored on the reader/database, causing
authentication to fail.

As reflected by the protocols, scalability, traceabil-
ity and efficiency has been the main focus of most
research. Little attention has been given to the com-
munication efficiency, particularly issues such as the
amount of messages required to be exchanged and the
time required for each authentication. As there are
many time-constrained RFID applications, as men-
tioned earlier, this can greatly affect the feasibility
of protocols. On a side note, it should be recognized
that the problem of communication efficiency is much
more prominent in stateless protocols than indexed
stateful protocols.

Although there are a number of previous works
such as these by Li et al. (Li et al. 2010) and
Poulopoulos et al. (Poulopoulos et al. 2009) which fo-
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cus on offering efficient authentication, they typically
do not offer protection against tracing. In this pa-
per, we show that the use of pre-computation can not
only greatly improve the communication efficiency of
RFID protocols, but also allows tags to be untrace-
able to a certain extent. More recent work by Alo-
mair et al. (Alomair et al. 2010) proposed a pro-
tocol that allowed constant-time identification using
pre-computation. However, as their proposed proto-
col makes use of an internal counter whose value is
only known by the tag, it requires very large amounts
data to be pre-computed before a system can be ini-
tialized. We believe our approach is more flexible as it
does not require the use of very large pre-computed
database and that our approach allows authentica-
tion on an on-demand basis ultimately requiring less
overall computation.

In summary, the novel contributions of this paper
are:

e a method of employing pre-computation in the
design of time-efficient RFID protocols;

e analysis of the security properties available using
our methods which shows that untraceability can
be achieved;

e design of a specific protocol utilizing the method
and a comparitive analysis of its efficiency and
security.

3 Phases and Time of Authentication Proto-
cols

Typically an RFID protocol involves the exchange
of three messages between the reader and tag!. As
shown in Figure 1, in the first message, a is a broad-
cast query sent from the reader to initiate a session
with the tag. The tag then responds with message
b, typically with information required for authentica-
tion. The reader finally replies with the third message
¢ both as an acknowledgement to the authentication
request as well as other data, such as the new tag
secret, required to finish the session.
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Session Initiation
a Query, nonce, etfc.

-‘_-_—.—-—‘——.h.

Session Process

Authentication Challenge/Response,
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Figure 1: Communication of Typical Authentication
Protocols

An authentication session is completed in three
phases, Session Initiation, Session Process and Ses-
sion Finalization.

IMost commonly stateless protocols have three message ex-
changes. Although there are protocols with less than three mes-
sages, as well as protocols that require more than three (most no-
tably tree-based protocols) these can be easily adapted into our
notation simply by treating the last message as the third message
and all messages between the first and third combined to be the
second message.
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1. Session initiation is the phase in which the
reader generates any data required for its initia-
tion query, a. This phase commonly involves gen-
erating and broadcasting a random nonce. The
first phase ends when a tag receives the query,
thus entering the next phase.

2. The second phase is known as the Session Pro-
cess phase, during which the tag generates and
replies with b to the point where the reader re-
ceives b and has completed all operations for ¢
to be transmitted. From the tag’s point of view,
this phase typically involves encrypting its secret
identifier using the received (as well as possibly
its own generated) nonce before sending it as b.
On receiving b, the reader does what is required
to decrypt or verify b, commonly by searching
database entries or performing various crypto-
graphic operations. The second phase ends when
the reader finishes verifying the identity of the
tag, and if required perform any computation
necessary for the final message c.

3. The remaining phase, Session Finalization, con-
sists of the final message ¢ from the reader as
well as any remaining computation for both the
reader and tag.

In generalizing protocol sessions into the above
phases we can now discuss time accordingly. As
shown in Figure 1, we consider three different notions
of time, Communication Time, Processing Time, and
Total time.

o Communication Time, as the name suggests, is
the time required for the communication of pro-
tocol messages and all processing in-between, i.e.
from the start of the reader transmitting message
a to the time the tag receives message c.

e Processing Time denotes the time from which the
tag replies with b to the point before where the
reader sends c¢. This is effectively the time during
which the database and reader are to perform
the (typically) most demanding operations, the
Session Process phase.

e Total time is the total amount of time spent on
the protocol session, i.e. the total time of the
three phases combined.

Practically, at a minimum, it is necessary for the tag
to be in the range of the reader for the duration of the
Communication Time. Otherwise the session would
not complete leading to a failed session. Therefore
in this paper our main aim is to minimize Communi-
cation Time by offloading time-consuming computa-
tions in the Session Process phase.

4 Phases and Time of Pre-Computed Proto-
cols

The aim of pre-computation is to offload most of the
computation required for the Session Process during
a protocol session in order to decrease the Commumni-
cation Time of a protocol. Although it is possible for
indexed stateful protocols to utilize pre-computation,
stateless protocols would see the most improvement,
so our example protocol is a stateless protocol.

The phases of pre-computation protocols follow
very similarly to that of non-pre-computation pro-
tocols, as shown in figure 2. Pre-computed proto-
cols introduces a Pre-Computation phase that has
to be completed before a session is initiated. Dur-
ing this phase, the reader/database performs the

most expensive computational operations that were
originally performed during Session Process phase;
in most cases it would be the hash operations,
or cryptographic operations required for exhaustive
search. Evidently, not all protocols can utilize pre-
computation, only those where such offloading is pos-
sible.
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Figure 2: Communication of Pre-Computed Proto-
cols

After most computation has been completed dur-
ing the Pre-Computation phase, the resulting Ses-
sion Process phase requires only minimal computa-
tion. In the most extreme examples, such as the pro-
tocol example given later in this paper, the reader
is only required to perform a search of the pre-
computed data, which requires only minimal time.
Using such a method, we are able to reduce the Pro-
cess Time dramatically and consequently also Com-
munication Time, thus allowing parties to be authen-
ticated within a smaller timeframe.

5 EP-UAP: Efficient Passively-Untraceable
Authentication Protocol

In this section, we present a simple example pro-
tocol showing how pre-computation can be imple-
mented. This protocol is based on the idea of Ran-
domized Hash-Lock(Weis 2003), and can be consid-
ered the pre-computed implementation of the Ran-
domized Hash-Lock protocol. We will be analyzing
the efficiency and security of this protocol, and at the
same time comparing it to both indexed stateful and
stateless protocols, in later sections.

5.1 Notation

The following notation is used to describe the EP-
UAP protocol:

H | a one-way hash function

T | RFID Tag

R | RFID Reader

|| | concatenation operation
unique tag identification code, stored in T
bt | unique tag identification code, stored in T
Ry | a random nonce, generated by T
Rpr | a random nonce, generated by R

ID; i | unique tag identification code, stored in R
ID, R | unique tag identification code, stored in R
mrr | authentication challenge

mpr | authentication challenge response

cr | authentication challenge check
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5.2 EP-UAP Pre-Computation Process

Pre-computation of EP-UAP consists of three steps:

1. Numerous random numbers, Rr1, Rr4, Rr3, ...,
are generated.

2. H(ID1g||Rrn) are calculated for all existing
ID, i using a generated Rpy,.

3. Using H(ID1g||Rgn) as an index for Rp, all re-
sults are stored in the database, after which we
say that Rpy, is (pre-)computed.

The above process can be repeated until all pos-
sible values of Rgr are calculated, if resource on the
database allows, or can be repeated until a predeter-
mined number of Rg values are pre-computed. For
maximum efficiency this process is repeated until all
possible values of Rg, however as this can consume
a large amount of storage it is only recommended for
reasonably small networks.

5.3 EP-UAP Authentication Process

Retrieve Ry ;

Query, Re |
Generate Ry
R (mzz ,R7) mg = H(ID1|Rr)
If H(ID,g||Rg) = m, ¢ = H(ID1||R7)
mpr = H(ID||R7)
mgr
If ¢, = mpy
Tag Unlocks

Figure 3: EP-UAP Authentication Process

Authentication between a reader and tag consists
of the following three message exchanges, as shown in
figure 3:

e In the initial step the reader broadcasts an
authenticated Ry along with a communication

query.

e After a query and Rp has been received, T gen-
erates a fresh random nonce Rr which, in turn, is
sent to R along with an authentication challenge
mrr, where mrr — H(ID1T||RR). T would con-
tinue to compute the challenge check message cr,
where ¢y = H(IDor||Rr ), whilst waiting for R’s
response.

e Once R receives message (mrr, Rt ), it searches
for a ID}, where H(ID||Rr) = mrg for the
computed Rp.

— If there exists ID, , where H(ID);||Rg) =
mrgr the tag would be considered to be au-
thentic and the communicating tag would
be identified as ID] . Subsequently the as-
sociated ID;, would be used to construct
the challenge response message mpgr, where
mpr = H(IDyg||Rr). mpgr is then sent
back to T as a response to mrgr. Once T
receives mpr it verifies whether mpr = cr.

* If mpr = er, R is deemed as authentic
and T would unlock for further com-
munication.
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x If mpr # cp, R is considered to be hos-
tile, consequently T will terminate the
current authentication session be ceas-
ing further communication with R until
it receives a new query.

— If there does mnot exists IDin, where
H(ID, ;||Rr) = mrg, T is considered to be
hostile, consequently R will terminate the
current authentication session, ceasing fur-
ther communication with 7.

5.4 EP-UAP Post-Authentication Process

The use of the post-authentication process is depen-
dent on the security and resource requirements of a
database. Three likely scenarios are described below.

e In this scenario resources of the database is lim-
ited, and maximum security is not required. Un-
der the given conditions, the number of pre-
computed Rp is most likely capped to a pre-
determined value in order to restrict the use of
resources on the database. After each successful
authentication between tag and reader/database,
all values of H(ID1g,Rpr,) for the given Rp are
deleted from the database to allow for a fresh Rp
to be pre-computed.

e In this scenario, resource is limited but maximum
security is preferred. Under the given conditions,
the number of pre-computed Rp is most likely
capped to a predetermined value in order to re-
strict the use of resources on the database. A
pool of all possible values of Rp is also created
and stored in the database. After each successful
authentication between tag and reader/database,
all values of H(IDig,Rgy) for the given Rp are
deleted from the database to allow for a fresh
Rp to be pre-computed, the value of the authen-
ticated Rr would be removed from the pool of
available Rg values. A fresh Rp is randomly se-
lected from the pool. If there are no available
Rp, the pool will be recreated with all possible
values of Rr and the previous process would be
repeated.

e In this scenario, resource is not and maximum
security is preferred. Under the given condi-
tions, the number of pre-computed Rp is not
capped. A pool of all possible values of Rp is
also created and stored in the database. After
each successful authentication between tag and
reader/database, all values of H(IDig,Rgy) for
the given Rp are deleted from the database to al-
low for a fresh Rr to be pre-computed, the value
of the authenticated Rr would be removed from
the pool of available Rr values. A fresh Rp is
randomly selected from the pool. If there is no
available Rg in the pool, the pool will be recre-
ated with all possible values of R and the pro-
cess would be repeated. The first time this occurs
this database would have stored all possible val-
ues of H(IDygr,Rgy); thus no additional process-
ing is required for future authentication sessions
until new tags are added in which all possible of
H(ID1r,RRy) would be created for that (ID).

6 Analysis of Protocols

In this section we compare the EP-UAP with three
other protocols, a indexed stateful protocol, LRMAP
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(Ha et al. 2007), and two stateless protocols, random-
ized hash-lock (Weis 2003) and a tree-based protocol
proposed by Molnar et al. (Molnar & Wagner 2004).
As most indexed stateful protocols are of similar ef-
ficiency and scalability, any indexed stateful protocol
should be able to provide a general guideline regard-
ing their efficiency. Stateless protocols, however, are
very different. We have chosen two of the earliest
protocols of each class of protocols which set very dif-
ferent efficiency standards.

The randomized hash-lock is one of the first state-
less protocols proposed and is of linear time, whereas
the tree-based protocol proposed by Molnar et al., one
of the first protocols proposed in order to improve the
efficiency of linear-time stateless protocols, operates
under logarithmic time. The efficiency of both classes
of stateless protocols have remained largely within the
same range since their introduction (Yousuf & Pot-
dar 2008), thus they should be sufficient as a base-
line comparison. Overall the three protocols together
should provide a good baseline comparison on the ef-
ficiency of common RFID protocols.

6.1 Efficiency Analysis

First we discuss the efficiency of pre-computed pro-
tocols using EP-UAP as an example. We focus only
on the Session Process phase of the protocols, since
if we assume that all protocols are used for the same
application, the efficiency of the other phases would
mostly remain constant. In this section, we take into
account the worst case scenario of each protocol. The
following notation is used throughout the remainder
of this section.

The total number of tags

tion such as hashing
Time required to transmit one message?
Branching factor of a M-ary tree-based protocol

S

The time required to complete the Session Process
phase is given by the sum of the total time of com-
putations required on the reader/database and tag as
well as the time for messages to be exchanged. Most
messages exchanged are in the form of a challenge
and response which is considered to be two messages,
one from the challenger (typically a tag), and one
from the respondent (typically the reader/database).
Although practically there would be other factors in-
volved, such as communication between reader and
database and the time required to perform searches,
these operations are typically not specified by most
protocols; hence we assume that these times are con-
stant for all protocols thus omitted from the compar-
ison. A summary of the comparison is given in table
1; a graph of the relationships between the number of
tags and time required is also shown in Figure 4.

6.1.1 LRMAP

In a typical scenario, the LRMAP protocol re-
quires a total of 3 hash operations to be per-
formed by the tag and another 3 to be performed
by the reader/database, however in the case of de-
synchronization the reader/database is required to
perform an exhaustive search on all identifiers stored
increasing the amount of hash operations required by
N resulting in a total of 3+ IV operations. Note that
LRMAP could be considered as a ‘hybrid’ protocol,
where during normal use it is an indexed stateful pro-
tocol, but functions similarly to stateless protocols

A

Randomized Hash-Lock

Tree-based, b=12
(Large branching Factor)

Authentication Time

Tree-based, b=5

{Medium branching Factor)
i Tree-based, b=3
(Small branching Factor)

LRMAP
EP-UAP

A J

Number of Tags

Figure 4: Authentication Time vs Number of Tags

during de-synchronization. Hence here we focus on
normal usage scenarios where the tag is assumed to
be synchronized. Using LRMAP as an example, we
can safely conclude that in typical situations an in-
dexed stateful protocol can offer constant authentica-
tion performance, i.e. the time required for authenti-
cation is independent of the number of tags or other
similar factors.

As expected, regardless of the situation only
two messages are required to be exchanged un-
der the LRMAP protocol during Session Process
phase — one as an authentication challenge from
the tag and the other a challenge response from the

Time required to perform one cryptographic opergeader/database. As with nearly all indexed state-

ful protocols, LRMAP can be used on small to large
networks assuming that de-synchronization is rare.

6.1.2 Randomized Hash-Lock

Unlike indexed stateful protocols, stateless protocol
do not require identifiers to be updated, neglecting
the possibility of de-synchronization. As such the
number of hash operations required to be performed
by the reader/database under the randomized hash-
lock protocol remains at a constant N, with only one
hash operation required by the tag. However, since
the load of the reader/database increases relative to
the total number of tags in the network, the time re-
quired can potentially become unrealistically high if
there is a large number of tags, hence this type of
protocol is feasible on networks with a small number
of tags.

Under all situations, two messages are required to
be exchanged in the randomized protocol during Ses-
ston Process phase — one as an authentication chal-
lenge from the tag and the other a challenge response
from the reader/database.

As the randomized hash-lock protocol requires up

to N (average of %) hash operations per authentica-

tion, putting a large huge amount of computational
load on the reader/database, it is feasible for use only
on small networks.

6.1.3 Tree-based Protocols

Tree-based protocols make use of an M-ary tree in
order to optimize the amount of computation load
on the database. However as we will outline, this
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Protocol \ Time Required Network Size
LRMAP (6 [+ N))H + 2T Small - Large
Randomized H-L (N)H + 2T Small
Tree-based (b logy N)H + (logry N)T Small - Medium
EP-UAP 2T Small - Medium

Table 1: Efficiency Comparison

approach is not without its drawbacks. Using a typi-
cally top-down tree walking approach, there would be
a total of log, N layers in the tree with each branch
having b identifiers. As such, under exhaustive search
the total number of hashes required to be performed
by the reader/database would be blog, N. The num-
ber of operations required to be performed by the tag
would consequently be the same.

Unlike the randomized hash-lock protocol, how-
ever, the tree-based protocol authenticates by walking
the tree layer by layer, consequently the total num-
ber of messages required has also increased to log, N
which is the total number of layers in the tree. This
is a major feasibility concern if a network has a large
number of tags but with a small branching factor, as
it would require a unrealistic number of messages per
authentication. On the other hand, if a network is to
have a large branching factor the protocol would re-
quire more computation in exchange for less messages
per session.

Due to their tree walking nature, tree-based pro-
tocols can be used on much larger networks com-
pared to linear-time stateless protocols. The decrease
in computational load to b number of hash oper-
ations per step is a dramatic decrease when com-
pared to N, keeping the computational load on the
reader/database much more manageable.

6.1.4 EP-UAP

As the hash operations required to be performed have
already been pre-computed, only the verification of
authenticity remains. As such the pre-computed pro-
tocol requires only 1 hash operation to be computed
by the reader/database, whereas the tag would only
have to compute 2, one as an authentication challenge
and the other for verification. As expected, Session
Process phase of EP-UAP is completed after two mes-
sage exchanges.

This is a dramatic decrease in all areas when com-
pared to the other protocols. Most importantly, the
EP-UAP protocol, assuming that the amount of tags
in the system remains constant, offers constant-time
authentication i.e. the amount of time required per
authentication session remains constant regardless of
the number of tags, a feat achievable only by indexed
stateful protocols.

Unlike other protocols, offloading the computa-
tional load during authentication by pre-computing
the required operations places a new restriction on
these protocols, namely storage. Since pre-computed
information must be stored in the database, it might
not be feasible if there is a large number of tags on
the network. Thus the deployment of pre-computed
protocols is limited only in small to medium net-
works. Nevertheless, we believe this is a worth-
while investment given the vast improvement in effi-
ciency. It should also be noted that this pre-computed
‘database’ does not have to be stored or computed
at a central location; in many situations it would be
more beneficial to have multiple independent systems
where needed. For example, in smaller networks it is
very possible for the computation and data storage to
be managed by the reader.
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6.2 Security Comparison

Security properties of protocols are more difficult to
compare due to the vast amount of factors. Indeed,
it should be noted that the EP-UAP, the random-
ized hash-lock, the tree-based protocol and some in-
dexed stateful protocols such as EMAP and LMAP,
are still relatively immature and have been shown to
be insecure in various aspects (Avoine et al. 2006),
(Wang et al. 2007), (Lu et al. 2009), (Li & Deng 2007).
Therefore it would be of limited interest to perform
in-depth analysis and/or comparisons at this point.
Our purpose is rather to show the basic security limi-
tations of each type of protocol and therefore we have
pinpointed one particular important property: trace-
ability.

For simplicity, we regard traceability as the abil-
ity for an adversary to distinguish, or identify, a tag
based only on its responses®. We consider two lev-
els of security in regard to traceability: passive and
active. Note that it is possible for protocols to be
neither passive nor actively secure.

To clarify each of the levels we first introduce two
types of adversaries, passive adversaries and active
adversaries. Passive adversaries have the ability to
eavesdrop and block communication between a reader
and tag but do not have the power to interact with
sessions in any way. Active adversaries not only have
the ability to eavesdrop sessions but also insert, mod-
ify and block messages between the reader and tag.
The level of security of a given protocol is determined
by the type of adversary it is secure against. If it is
secure against passive adversaries then it is passive
secure; similarly if it is secure against active adver-
saries then it is considered active secure. If a protocol
is active secure it is also passive secure, since an ac-
tive adversary has all the power that a passive adver-
sary possesses (Ding Zhen-hua 2008, Jung-Chun Kao
2006). A summary of the comparison is shown in
Table 2.

Protocol Passive Active

ndexed Statefu
Stateless Y Y/N
Pre-Computed Y N

Table 2: Traceability Comparison

As indexed stateful protocols cannot update states
in the absence of an authentic reader and do not have
the ability of randomizing their responses, they are
both active and passively traceable. By eavesdrop-
ping more than one consecutive unsuccessful authen-
tication attempt, it is possible for an adversary to
associate the two sessions simply by matching the re-
sponse sent by the tag as they should be the same.

Stateless protocols, on the other hand, have the
ability to randomize their responses using their em-
bedded pseudorandom number generator, so they

3Note that there are many different factors that can cause tags
to be traceable but are not considered in this paper; these include
side-channel information (for instance the time required for authen-
tication or whether authentication was successful), or extraction of
secret information.
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have the ability to be either passively untraceable or
both passive and actively untraceable depending on
protocol specification. It is possible for stateless pro-
tocols to be actively untraceable if a protocol specifies
that authentication challenge is to be randomized in-
dependent of the reader’s query, else if the challenge
is only randomized based on the query from a reader,
it can only be passively untraceable. (Note that the
particular protocol (LRMAP) we used for comparison
is not vulnerable to this as it acts like a stateless pro-
tocol after one unsuccessful authentication attempt,
but this is an exception rather than norm.)

Aside from traceability under ideal scenarios, tree-
based protocols are more susceptible to tracing if
some tags have been compromised. Since tree-based
protocols authenticate tags by walking from the top
of the tree, down through each branch to a specific
leaf, if the identifiers of the higher branches are com-
promised it is possible to distinguish whether or not
an uncompromised tag belongs to a specific branch.
This attack is studied in further detail by Avoine et
al. (Avoine et al. 2006), who also concluded that the
impact of such compromises on the logarithmic-time
stateless protocol can be minimized by increasing the
branching factor of the tree. Note that this attack
only affects protocols where identifier are arranged in
such manner; other protocols such as stateful proto-
cols and linear-time stateless protocols are not vul-
nerable to this threat, as all identifiers stored on the
tag are unique among all tags in the network.

Unfortunately since pre-computed protocols de-
pend on the reader/database to randomize their re-
sponse, it is possible for an adversary to impersonate
a reader and actively query tags using a previously
used nonce. An active adversary can simply reply
a previously used random nonce. Nevertheless, it is
possible for pre-computed protocols to be actively se-
cure by introducing a nonce generated by the tag and
for the database to pre-compute the combination of
both. However this would increase the amount of
computation required beyond the number of tags in
the system, a tradeoff that is difficult to justify.

7 Feasibility of EP-UAP

In this section we discuss the practical feasibility of
pre-computation using the EP-UAP protocol as an
example. The performance of the protocols will be
compared by approximating the time required for one
authentication in a network with the same amount of
tags. The network used in the comparison is a small-
to-medium network with 406900 tags. Tag identifiers
are to be 256 bits in length — most implemented tags
today only use around 64-bit to 128-bit identifiers and
it is safe to assume that this number is only going to
increase. It is also assumed that the database can per-
form around 100 MB of hash operations per second.
This approximation is based on a dual-core processor
operating at 1.83 GHz released in 2007; more mod-
ern processors commonly have more than twice the
amount of cores operating at more than twice the fre-
quency and quite possibly utilizing more efficient ar-
chitectures, hence this estimation should prove useful
only as a baseline. We also estimate the time required
to transmit one message to be approximately 20ms.
The results in this section are computed using the
formulas from Table 1 under the above estimations.
As the efficiency of tree-based protocols depends
on the branching factor of the tree, b, we give three
approximations of tree-based protocols: first with
minimum branching factor, from binary tree where
b = 2, a reasonable branching factor, where b = 2°,

and finally a large branching factor (relative to the

number of tags), where b = 2'2,

The results are given in Table 3. As show in the
table, indexed stateful protocols such as the LRMAP
protocol are expectedly the most efficient requiring
a minimum of only 40 ms, whereas the randomized
hash-lock protocol requires the longest time. The
most interesting of the figures are perhaps for the
tree-based protocols. In order to optimize the tree-
based protocols, one must find a suitable balance
between the amount of computational load on the
reader/database, by increasing the branching factor
thus increasing the security, and the number of mes-
sages required for authentication, a very important
factor into determining the time required to authen-
ticate one tag. The EP-UAP protocol is also one of
the most efficient protocols requiring only a minimum
of 40ms for authentication.

Aside from the authentication, practically we also
have to take into account the total time required for
computation: process time. Whereas with the other
authentication protocols the total time required is
around the same range as their process time, this is
not the case for pre- protocols. The notion of pre-
computation is to minimize the time required for com-
munication session by reallocating the time required
for authentication into two periods of time, where
most time consuming computations are to be pro-
cessed before the session begins. Howver, rhe total of
the two times remain unchanged. Another limitation
of pre-computation protocols is the amount of storage
required. Using the data from Table 3 where there are
406900 tags, the database is required to store at least
100 MB of data. This might not be a major prob-
lem as most modern systems typically have multiple
gigabytes of RAM, but would nevertheless limit rate
of authentication, i.e. the number of authentications
within a period of time.

One possible issue that limits the feasibility of pre-
computation protocols are applications where there
could be a continuous high rate of authentication, re-
sulting in the number of required authentications ex-
ceeding the number of computations the database is
capable of. This issue can be partially eased by either
increasing the computational power of the database
or increasing the memory, this can be achieved as the
systems can be independent of each other. This in-
crease can also be temporary in applications where
there are predicted periods of high demand, such
as workers coming and leaving work. However, we
emphasize that a large network is required for such
events to occur, ones that we do not recommend for
pre-computation.

8 Conclusion and Future Work

This paper investigates the use of pre-computation as
a means to minimize the time required for authenti-
cation. By utilizing pre-computation we were able
to construct the EP-UAP protocol to demonstrate
the benefits as well as outline the drawbacks of pre-
computation. We were able to show that by using pre-
computation we are able to provide untraceability at
a comparable level to stateless protocols whilst main-
taining within the efficiency range of indexed stateful
protocols, which do not provide any untraceability.
However such protocols are only suited for small to
medium networks due to possible storage constraints
but nevertheless an improvement over some stateless
protocols which are only suited for small networks.
As the EP-UAP protocol is designed as a proof-
of-concept protocol, and still very immature, further
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Protocol Protocol Computational | Transmission Process Total
Type Time (ms) Time (ms) Time (ms) | Time (ms)
LRMAP Stateful (Indezed) 1.46 x1073 40 40 40
Rand. Hash-Lock Stateless (Linear) 1000 40 1040 1040
Rand. Hash-Lock (avg) | Stateless (Linear) 40 540 540
Tree-based (b = 21) Stateless (Log’mic) 9.1 x10~3 380 380 380
Tree-based (b = 2°) Stateless (Log’mic) 2.9 x10~2 80 80 80
Tree-based (b = 212) Stateless (Log’mic) 40 45 45
EP-UAP Pre-Computed 4.8 x10~% 40 40 1040

Table 3: Comparison of Protocol Running Times

work is required in order to design a provably se-
cure authentication protocol for RFID utilizing pre-
computation. This would to allow for a more robust
comparison between protocols as well as a more in-
depth analysis of the possible advantages or draw-
backs of pre-computation.
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